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“All warfare is based on deception. Hence… 
when we are near, we must make the enemy 
believe we are far away; when far away, we 
must make him believe we are near.”  
—Sun Tzu, The Art of War 

The New Cybercrime Battleground 
2017 has been a unique year for both businesses and 
consumers alike. It has been a year when businesses 
have truly embraced mobile-first commerce, tailoring 
applications to become full service to provide an “always- 
on, always-there” provision of goods and services. 

At the same time, consumers in many highly developed 
economies have never been so tech-aware, changing 
buying habits and entrenched behaviors to fully embrace 
all that the evolving digital world has to offer. Examples 
include swapping in-store experiences on Black 
Friday to mobile holiday shopping from the comfort of 
the sofa over Thanksgiving weekend, checking bank 
balances daily from a mobile device rather than from 
a less frequent desktop or in-branch transaction, to 
booking cabs and holidays via ridesharing and travel 
marketplace apps over more traditional services. 

While we might assume this proliferation of mobile and 
in-app purchases protects both businesses (via enhanced 
app security features / biometrics capabilities of mobile 
devices) and highly tech savvy users who are more 
immune to bad actors, there is clear evidence that 
fraudsters are on the prowl. 

Mobile attack rates are going up, and attack vectors 
are becoming more advanced than ever before. 
Meanwhile many digital users would assume they 
could spot a phishing attempt or a potential account 
takeover, yet fraudsters are adjusting their tactics to 
dupe even the most savvy consumer, employing the 
full gamut of stolen identity data to create near perfect 
simulacrums of trusted users and deploying pitch 
perfect social engineering attacks that can be virtually 
impossible to spot. Meanwhile as digital commerce 
becomes more global and cross-border than ever 
before, businesses are accessing a new customer 
base of unbanked and underbanked customers, and 
those less familiar with the full suite of online transactions. 

Continued…
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This exposes them to further risk from phishing and malware attacks, as well as from 
the global dissemination of stolen identity data which has fostered large scale identity 
testing bot attacks from many developing nations.

2018 therefore remains a perilous path to tread; fraught with the risk of continual data 
breaches, relentless automated identity testing bot attacks, heightened account takeovers 
and evolving mobile attacks. 
 
The Cybercrime Antidote? 
In this heightened risk landscape, 2018 must become the year of Digital Identity, as 
global digital businesses are forced to look beyond what customers say or how they 
appear, to how they behave and the unique pattern of their online footprint. Identity must 
be reimagined to align with the shifting, morphing nature of global digital commerce, 
embracing a real-time and global view of a transacting user. Unlike in The Art of War, 
this would give businesses omniscient defences, neither near nor far but omnipresent, 
dynamic and real-time.

At ThreatMetrix we are in a unique position as the creator of the largest repository of 
Digital Identities in the world, processing billions of transactions every month from many 
of the largest names in financial services, eCommerce, media (and more) across the 

globe. We therefore hold an unprecedented vantage point from which to help businesses 
genuinely distinguish between trusted users and potential threats, using everything we 
know about the way a user interacts digitally to better understand the legitimacy of each 
and every online transaction.

This is really brought to life with ThreatMetrix ID, which allows businesses to better 
understand identity in the digital age; raising the lowest common denominator from 
a device, to a persona. ThreatMetrix ID combines a unique, global identifier for each 
user we analyze, visualization graphs to analyze the complex interconnections between 
pieces of digital identity data with confidence and trust scores, to understand the level of 
assurance or risk for each and every transaction.

By harnessing intelligence from the ThreatMetrix Digital Identity Network, we believe 
businesses can better detect the markers of high-risk behaviour, blocking cybercrime 
before it impacts the trust of end users; whether through breached data, monetary loss, 
or simply by increased friction.

Continued…
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Report Overview

The ThreatMetrix Cybercrime Report: Q4 2017 is based on 
actual cybercrime attacks from October – December 2017 
that were detected by the ThreatMetrix Digital Identity 
Network (The Network) during real-time analysis and 
interdiction of fraudulent online payments, logins and new 
account applications.

These transactions are 
analyzed for legitimacy based 
on hundreds of attributes, 
including device identification, 
geolocation, previous history 
and behavioral analytics.

ThreatMetrix customers benefit 
from a global view of risks, 
based on these attributes and 
rules that are custom-tuned 
specifically for their businesses.

Attacks discussed are from 
“high-risk” transactions scored 
by ThreatMetrix customers.

The Network and its real-time 
policy engine provide unique 
insight into users’ digital 
identities, even as they move 
between applications, devices, 
and networks.

The ThreatMetrix Digital Identity 
Network provides visibility and 
insight into traffic patterns and 
emerging threats.  The Network 
analyzed 7.6 billion transactions 
this quarter, a significant 
growth year-on-year, with over 
half originating from a mobile 
device. 
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Cybercrime in Numbers 2017

700M global 
cyberattacks

More than 1 in 10 
new account creations 

are fraudulent

44% increase in attack  
rate since 2016

Steady growth of 
attacks on mobile

1.7B bot attacks: up to 
90% of daily traffic for 

some retailers

52% of transactions 
are mobile
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2017–Recap and Key Trends

Mobile Domination 
At the end of 2015, around a third of transactions were mobile. At the end 
of 2017 over half of all transactions originate from mobile devices, rising 
to nearly 60% in financial services and for some use cases, such as media 
account creations. 

 
Global Data Breaches Drive Surge in New Account Creation Fraud 
Breaches have rarely been out of the headlines in 2017, with organizations 
often discovering/reporting attacks weeks or even months after the event. 
Fraudsters therefore gain a perfect window of opportunity to test, augment 
and use validated identities in large-scale attacks. ThreatMetrix has seen a 
huge surge new account creation attacks as a result. 
 

Identity Testing Becomes the Primary Focus for Automated Bot 
Attacks and Charities are Target No1 
Bot attacks continue to evolve: the charity sector has been hard hit with 
high volumes of $1 / $5 donations as fraudsters test the validity of stolen 
credit cards before going on to make higher value purchases elsewhere.

 
New Platforms / Emerging Economies are Particularly Vulnerable 
Fraudsters are master opportunists: new industries, as well as emerging 
economies (with fewer organized identity verification services and an 
often higher proportion of vulnerable customers) have been prime targets 
in 2017. 

 
Regional Disparities in Cybercrime Throw Up Diverse Attack Targets 
A number of South American and Asian countries have appeared on  
both the top attack originator and attack destination lists for the first  
time in 2017. Europe has also emerged as a cybercrime hub; transactions 
from Europe are significantly more likely to be attacks than those from  
|North America.
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Key Trends Driving the Financial Services Industry 
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The Evolving eCommerce Landscape 
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Q4 2017 Cybercrime Report – Key Highlights

ThreatMetrix analyzes transactions from top organizations across industries. 
Trends observed are representative of the key market trends: 

• Q4 2017 represented the biggest digital quarter for the ThreatMetrix Digital Identity Network

• 251 million attacks were detected and stopped in real time; 113% increase over the   
 previous year. Growth in attacks outpaced overall transactions growth and the overall   
 attack rate grew, demonstrating the heightened risk levels.

• Unlike 2016, organized bot attacks continued to grow with Q4 numbers matching the   
 entire 2016 attack volumes at 840M.

• The theme of digital mobility features strongly in this report:

  - 52% of transactions now come from mobile devices, a 54% increase on two   
    years ago

  - 58% of all account creations are now done on a mobile device, indicating the   
   increased role of mobile as the key enabler for all user touch points

  - Cross-border transactions are growing in prevalence; more than a quarter    
   of transactions in the network are now cross-border, indicated the importance   
   of businesses using more than legacy rules to accept or reject global transactions

• The changing face of retail is clearly evident with more digital transactions than ever,   
 continued growth of logins from mobile devices and a strong growth in number of    
 attacks from identity testing botnets to payment fraud.
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Trends and Surprises

Trends

• Attacks continue to grow quarter-on-quarter. The attack rate has increased around 65%  
 in two years.

• The rate of attacks is heavily influenced by data breaches that have continued to make   
 headlines throughout the year. The period straight after a breach happens but before it is   
 detected/reported is the most vulnerable.

• Mobile transactions continue to take more share from desktop, with 52% of all transactions  
 now coming from a mobile device compared with 45% at the beginning of 2017.

• Mobile has become the leading way to acquire new customers for Financial Institutions   
 with over 57% of new customer accounts coming from mobile. Account creations are the 
 most vulnerable stage of the customer journey, currently attacked at a rate of more than   
 one in 10.

• eCommerce login attack rate has grown 294% compared to the same quarter in 2015.

• Financial services payment attack rate has grown 452% compared to 2015.

• Media account creation attack rate grown 381% compared to the same quarter in 2015.

 

Surprises

• Attack rates on eCommerce overtook media for the first time in two years, driven by a big   
 growth in eCommerce account creation and login attacks.

• Increased attacks on cryptocurrency marketplaces from restricted geographies

• eCommerce account creations and logins were 4X more likely to be attacked in comparison   
 to payments, demonstrating a noticeable shift in focus of fraudsters.

• Emergence of Russia and Vietnam as top five attack originators, with Russia, Latvia,    
 Singapore and Japan appearing on the top attack destination lists.

• Unprecedented level of organized bot attacks this quarter.

• Europe continues to be a hotbed of Cybercrime with more attacks originating here than any  
 other region. Transactions from Europe were two times more likely to be attacks than those   
 from North America.

• A high proportion of media-focused new account creation attacks originate from emerging   
 economies, illustrating the comprehensive dispersal of stolen identity credentials worldwide.
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Accurate recognition of a user’s digital identity (based on device, location, identity and 
threat intelligence and combined with behavioral analytics) ensures that businesses are 
able to effectively differentiate between trusted users and potential threats, blocking 
high-risk events in real time.

As mobile usage continues to increase, so too does the overall recognition rate, driven 
by higher customer engagement and therefore more trusted customer interactions. 

Driven by this overall growth of digital transactions, the Network saw an increase in 
recognition rates from both emerging and developed economies.

Recognition is Key

Recognition Rate by Country

95-100%

90-95%

80-90%

< 80%
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Identity Abuse Index

The intensity of the cybercrime attack rate at key times during  the 2017 holiday period 
is clearly evident from the peaks seen in the ThreatMetrix Identity Abuse Index. 

Earlier in the year, the peaks correlated closely with the period just after the most high 
profile data breaches of 2017, as stolen identity data floods the dark web and is used to 
perpetrate large-scale attacks.  

During the most intense attack period, around the holiday shopping season, attacks 
accounted for over 10% of all Network traffic. It is likely that fraudsters have cultivated a 
number of test accounts prior to this period, choosing to attack under the cover of high 
transaction volumes and larger basket sizes, hoping that their behavior is less likely to 
flag as high-risk.

Interestingly, Q4 saw a sustained period of attacks during holiday season with high level 
of continuous attacks on top retailers from across the globe, especially Russia. The 
heightened attack levels continued through the end of the year, even though the attack 
targets shifted from retailers to financial institutions towards the end of December. 

An Identity Abuse Index level of High (shown in red) represents an attack rate of 
two standard deviations from the medium term trend. Aggregated over all global 
transactions, this shows that the exploitation of stolen identity information is automated, 
global and coordinated.

Attack Rate Per Day
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The Evolution of Cybercrime – Changing Attack Patterns

The growth and intensity of global cybercrime attacks in 2017 is evident when looking 
at cybercrime data from 2015-2017, particularly with regard to the nature of Q4 attacks, 
which were far more prolific in 2017 than 2015 or 2016. 

There has also been a noticeable shift in attack patterns during key peaks, with an 
evolution from short, isolated peaks to more sustained, high-volume attacks across a 
number of weeks.

While each year had varying attack patterns, the most striking part of 2017 is the 
sustained attack level in the second half of Q4. This represents a culmination of the high 

profile breaches with the ever-increasing sophistication of cybercrime tools and exploits 
available to fraudsters.

In addition, one of the big shifts has been the change of focus from targeting  
FI/FinTech organizations to eCommerce, with a particular focus on account creation  
and login attacks. 

Daily Attack Rates 2015 2016 2017
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Attack Origins by Geography 

The global and connected nature of attack origins continue to shift and morph with 
every quarter, with an increasing number of attacks appearing from emerging and 
growth economies. 

For the first time, Russia emerged as a top attack originator with the majority of the 
attacks targeting US eCommerce retailers.

In addition, Vietnam was one of the top 5 attack originators for the first time ever, with a 
strong concentration of bot attacks on global merchants.

India, China and Brazil continue to feature in the top 10 attack originators, demonstrating 
the widespread trickling down of breached identity data to countries across the globe.

Attacks Per Country of Origin

Top 5

Top 6-10

Top 11-20

Top 21-30

Top 31-50

Top 50+

Based on total number of attacks  
detected by geography of origin
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Top Attack Originators and Attack Destination 

The global coordinated nature of attacks is 
visible when looking at the key originator and 
destinations.  

Fraudsters not only share tools and tricks but 
also frequently attack the same targets. This 
is evident in the fact that US, UK, France and 
Ireland appear on a number of the top 5 attack 
destination lists.

In addition, Russia, Latvia and Singapore appear 
on the top 5 attack destination lists for the first 
time this quarter.

Another surprise in Q4 was the emergence of 
Russia as the key attack originator, especially 
during the holiday season.

Attacks from Vietnam targeted leading businesses 
in the US and UK. Bot traffic from Vietnam has 
at times made up around 55% of a key retailer’s 
daily traffic, with sustained peaks throughout 
the period.

Attacks from U.S.
United States
United Kingdom
Canada
France
Argentina

Attacks from Russia
United States
United Kingdom
Russia
Latvia
Ireland

Attacks from Vietnam
United States
United Kingdom
Australia
Singapore
Japan

Attacks from UK
United States
United Kingdom
Ireland
France
Argentina

Attacks from Germany
United States
United Kingdom
Ireland
Germany
Austria
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Regional Anatomy of Transactions and Attacks
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Region Profile: Central and Eastern Europe (CEE)

Central and Eastern Europe (CEE) includes countries in Central Europe (the Visegrád), 
Southeast Europe (the Balkans), Northeast Europe (the Baltics), and Eastern Europe, 
usually meaning former communist states in Europe. 

Mobile traffic is expected to grow considerably in this mobile-first region, with a majority 
of consumers preferring to shop via mobile devices rather than desktop. 

Online shopper penetration in CEE region is relatively low, yet countries in this market 
experienced the highest eCommerce sales growth last year, representing a huge 
opportunity for online retailers.

Payment and delivery methods differentiate these countries from their mature counter-
parts, with cash on delivery being the preferred payment method for online goods. 
Consumers in these countries also tend to receive goods at designated delivery terminals. 
Successful eCommerce retailers offer a variety of languages as well as payment options 
and delivery methods to capitalize on the Single Market environment and encourage 
cross-border shopping in the growing CEE region.

Corresponding to the region’s increasing dependence on technology, cybercrime has 
also been on the rise with transport, logistics and financial companies among the most 
common targets as cybercriminals seek to exploit legacy systems. However, as eCommerce 
continues to grow substantially in the region it has also sparked a growth in CNP fraud.

Daily Attack Rate CEE

Percentage of Mobile Transactions, CEE
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Yandex Money Case Study

Yandex.Money is the largest online payment service provider in Russia. The service is a joint venture  
between Yandex, an online search engine, and Sberbank, the largest bank in Russia. Yandex.Money provides  
e-wallet services to millions of online users, as well as Yandex.Checkout, an integrated payment solution for  
global merchants.  
 
The Business Problem

As is well documented in the Cybercrime Report, Fintech providers continue to be a key target for fraudsters looking 
to make a quick buck, with higher attack rates (particularly for payments), than traditional financial institutions. For 
Yandex Money, however, it was imperative to balance effective fraud control with minimal friction to avoid creating 
barriers to doing business 
 
The Solution 
Using intelligence from the Digital Identity Network, Yandex Money could better differentiate between customers and 
criminals at new account openings, logins and payments. Additionally:

• ThreatMetrix intelligence augmented the Yandex Money big data model so that higher risk transactions are    
 processed using 3DS while trusted transactions are approved without step-up authentication, reducing unnecessary  
 friction for good users.

• With ThreatMetrix, Yandex could validate true customer identity on customer feedback forms to safeguard sensitive  
 account information / user credentials.  
 
Results

• ~90-percent fall in fraudulent account takeovers. 
• 60-percent reduction in SMS step-up authentication, cutting costs and friction.
• Dramatic decrease in chargebacks as a result of fraud. 

“ThreatMetrix allowed us to have 
bespoke, risk-based authentication 
that is ahead of the curve. We 
continue to improve the online 
experience for valued customers 
while removing unnecessary friction.”

—Evgeny Vinogradov, Head of Data Warehousing and     
    Analytics, Yandex.Money
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Transactions Analyzed by Type

ThreatMetrix transactions span eCommerce, financial services and media sectors and 
cover the authentication, payments and account originations use cases. Logins and 
payments continue to be the biggest use cases as our customers deploy ThreatMetrix to 
authenticate user identities without impacting consumer experience.

This was the biggest digital quarter for the Network with significant growth across 
segments. However growth in attacks outpaced the transaction growth as the continued 
impact of recent breaches and the EMV migration was evident. The 251M attacks this 
quarter represented 113% increase over previous year.

This quarter saw a dramatic increase in account takeover attacks that went up 182% 
compared to the previous year. This large increase in account takeover fraud is driven 

by the increased availability and low cost of stolen identities in the wild, harvested from 
massive breaches.

New account creations continue to be rejected at a staggeringly high rate of around 1 in 
9, highlighting the pernicious and far-reaching impact of stolen identity data harvested 
from data breaches. 

Mobile usage continues to grow across developed and emerging economies with 52% 
of transactions now originating from mobile, (transaction volumes have grown 77% 
compared to 2016), and rising to 59% for financial institutions.

Volume Per Transaction Type Attack Rate Per Transaction Type

Attack percentages are based on transactions identified as high-risk and classified as attacks, by 
use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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eCommerce Transactions and Attacks

This quarter saw an unprecedented level of attacks on eCommerce with almost 193 
million rejected transactions, representing a 92% increase over the previous quarter and 
a 173% increase over the previous year. The overall eCommerce attacks this quarter 
were more than entire attack volumes across all industries last quarter, underscoring the 
level of attacks sustained by key retailers during this period.

The eCommerce industry has changed drastically over the past few years as consumer 
behavior has evolved from predominantly desktop transacting, to highly mobile, cross-
border behavior, with consumers holding a number of accounts and cards-on-file with a 
handful of chosen retailers. The fraud targeting eCommerce retailers is therefore rapidly 
growing and evolving, with fraudsters targeting account takeovers to access sensitive 
personal credentials and saved credit cards.

Attack rates went up across all use cases, especially for new account creations and 
logins as more and more fraudsters target eCommerce sites to test stolen credentials, 
particularly through automated bot attacks.

This period also represented heavy bot activity from across the globe with over 34M 
attacks during the peak shopping period. In addition to these 34M attacks, ThreatMetrix 
also recorded ~800M bot attacks throughout the quarter that ranged from sophisticated 
bots attempting to masquerade as legitimate customer traffic, to simple account 
validation attacks.

Volume Per Transaction Type Attack Rate Per Transaction Type

Attack percentages are based on transactions identified as high-risk and classified as attacks, by 
use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.



Foreword

Overview

Transactions & Attacks

Top Attack Methods

Mobile

Conclusion

CYBERCRIME REPORT

THREATMETRIX.COM PAGE 21

eCommerce Mobile Trends Versus Desktop

Mobile applications have evolved from being just an on-demand catalogue to becoming 
customer engagement tools that drive higher conversion, customer loyalty and lifetime 
value.

Mobile applications also drive repeat usage and can help build trust, with customers 
storing their credentials and making in-app purchases etc. This provides businesses the 
opportunity to not only create close relationships with their customers but to also tailor 
personalized services and recommendations according to patterns of behavior.

How many times a week 
do customers log in to their 

eCommerce account?

Due to the fact that many users also log in to their accounts more regularly from a 
mobile device, businesses can also build trust across other channels using intelligence 
from mobile app transactions.

As such, many retailers have taken a mobile-first approach and their investments are 
beginning to pay off in terms of higher engagement and conversion.

Mobile

6.9x 1.4x

Desktop
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Growth of eCommerce Login Attacks

As previously reported, new account creation attacks have grown substantially 
across many industries as a result of frequent and sustained data breaches that 
provide fraudsters with fresh identity data to open fraudulent new accounts.

However, there has also been a sustained and significant increase in account 
takeover attacks in eCommerce, peaking at an all-time high this quarter of 
nearly 17%.

Although new account creations are often seen as the gateway to further 
fraudulent activities, account takeover presents the fraudster with a host of 
opportunities, from accessing sensitive personal credentials to diverting credit 
or making payments using a card-on-file.

As consumers become more reliant on a handful of trusted retailers, making 
regular and frequent transactions, cybercriminals are increasingly seeing 
account takeover as prime opportunity for perpetrating fraud. 

Once the fraudster has successfully hacked an account, they can capitalize on 
the trust that user has built up with the retailer, making fraudulent purchases 
that can potentially go unnoticed, often subjected to less scrutiny than “new 
customer” transactions.

Businesses must ensure that they are able to accurately detect a high-risk or 
anomalous log in attempt, perhaps coming from an unusual device or location, 
or displaying behavioral anomalies that are not consistent with the trusted user’s 
normal pattern of transacting.

eCommerce Login Attack Rate
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The Evolution of Holiday Shopping Trends

Consumer Behavior is Changing 
As high-speed home internet and multiple device usage have become the norm rather 
than the exception, online consumer behavior continues to evolve and morph.

This is particularly pronounced during the holiday shopping season, when consumers 
have started to shun in-person experiences for the convenience and luxury of shopping 
at home.

Overnight camp-outs, long lines and fights for the best purchases have in many cases 
been swapped for online sofa surfing during ad-breaks, giving consumers time back to 
spend with their families.

What’s more, the volume shift to transacting on a mobile device means that the 
traditional distinctions between key shopping days have blurred, with some shoppers 
making quick purchases on Thanksgiving Evening rather than waiting for the Cyber 
Monday rush.

This has forced retailers to follow suit, and cater to the growing army on online 
shoppers, blurring the distinctions between in-store and online shopping. The result 
is that some retailers choose to provide better promotions online and reduce in-store 
traffic, while others give discounts for return pick-ups to get people back to store on 
consecutive days.

In addition, retail stores are facing a backlash from disgruntled employees and consumers 
who want to ring-fence family time to scrap plans to extend store opening hours to 
include Thanksgiving Day evening. 

Meanwhile innovators are capitalizing on evolving trends by offering various new options 
for digital gifting and online gift card trading.

Transaction Volume Thanksgiving Holiday Week–All Industries

Transaction Volume Thanksgiving Holiday Week–Top Retailers
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2014-2017 Holiday Statistics – Digital Mobility

The evolution of mobile transacting has facilitated a number of changes in the way 
consumers shop, not least around the holiday shopping period.

The growth in mobile transacting during key periods of the holiday shopping season 
goes hand-in-hand with a volume shift from in-store to online shopping, as users make 
the most of the ease and convenience of digital transacting to spend more time at home 
and with family.

Mobile transacting only seeks to make this trend more pronounced, as consumers forgo 
the long lines of Black Friday for sofa surfing time online with the family.

This phenomenon meant that this year, mobile transaction prevalence reached an all 
time high of over 70% of all transactions during the weekend between Black Friday and 
Cyber Monday.

Hourly Percentage Mobile Transactions During Holiday Period (10 days before Thanksgiving up to Cyber Monday)
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Trusted Customers Drive Digital Growth

The holiday shopping week in Q4 2017 was the largest ever with intense consumer 
activity during the days leading up to Cyber Monday.

The Network analyzed over 610M transaction during the peak holiday shopping days 
around Black Friday. 79% of these came from consumers who were seen in the Network 
more than once and 47% 6 or more times. 

Recognition is key to stopping fraud without impacting customer experience and amidst 
huge shopping volumes, ThreatMetrix continued to recognize returning customers’ 
Digital Identities.

By leveraging global shared intelligence across customers’ digital footprints, 
ThreatMetrix was able to rate ~85% of the customers as low risk, which helped 
businesses deliver great customer experience without adding friction.

Percentage of Transactions–Thanksgiving Holiday Week

Number of times customer was seen in Network
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Realities of a Global Business

With the growth of digital commerce, the holiday 
shopping landscape has changed significantly, 
particularly in the US, with much of Black Friday and 
Cyber Monday shopping happening online.  

As such, a number of key shopping days - China Singles’ 
Day, Black Friday and Cyber Monday to name a few - 
have become more of a global phenomenon rather than 
being confined to their countries of origin.

With over 50% of traffic being cross-border at certain 
times, retailers across the US are looking to capitalize on 
this industry shift to maximize sales by taking an ‘always-
on’ approach to serving their entire customer base. The 
volume mix for a truly global retailer varies throughout the 
day as different regions come online. 

Unfortunately, fraudsters across the globe look to 
capitalize on this growth by targeting key retailers. 
Generally, their attack patterns mimic the transaction 
patterns as most eCommerce attacks tend to be local, 
driven primarily by logistics. 

However, during the peak shopping days, retailers in 
the US sustained organized attacks from fraudsters in 
Eastern European and South-East Asian countries. 

To effectively operate, retailers need the ability to analyze 
diverse behavior and spending patterns to get a holistic 
view of an end user’s true digital identity, encompassing 
dynamic information from global digital interactions.

Hourly Attack Distribution Per Continent – Holiday Week

Hourly Transaction Distribution Per Continent – Holiday Week
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Sustained Impact of Cybercrime Emanating from One Key Region

The impact of recent breaches is evident across the 
board in sustained and global attacks that continue 
to make waves on the cybercrime landscape.  

However, a handful of top retailers took the biggest 
brunt of this trail of fresh data that was made 
available to fraudsters.

In Q4, attacks from Central and Eastern European 
countries overshadowed all other regions.  

The region contributed to 5% of the transaction 
volumes and ~40% of the attacks.

Hourly Attack Distribution – Holiday Week

Hourly Transaction Distribution – Holiday Week
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Charities – A Seasonal Business 

Charitable donation volumes continue to be impacted by seasonal, 
environmental and socio-economic factors.

Q4 represents a big spike in overall donations with over 35% of 
charitable giving happening in December as well as the halo effect of 
Giving Thursday; the global day of charitable giving at the start of the 
year-end holiday season. 

This seasonality, along with huge variations in the donation amount, 
makes charities across the globe especially vulnerable to fraudsters 
looking to test identities obtained through the dark web. 

ThreatMetrix detected a series of transactions aimed at testing payment 
credentials. These $5 payments made with stolen credit cards exploit 
the often modest security features / barriers to donation of charities, 
testing their validity before using them elsewhere online to make a 
high-value purchase.

Daily Transactions – Charities

Daily Attack Rate – Charities
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Bot Attacks: Distinguishing Good Customers From Automated Identity Testing on a Mass Scale 

Bot attacks have reached unprecedented levels this quarter with 840M bot attempts 
detected and blocked. Cybercriminals are using bots on a mass scale to test and spoof 
identity credentials, often as part of a global, cross-border attack.

Bot attacks continue to evolve from their basic velocity-based functions, to complex 
bots that are used in more advanced ways to spoof IP addresses, emulate browsers or 
spoof apps, to masquerading bots, that are attempting to mask their true context and 
pretend to be legitimate user traffic.

The challenge for global digital businesses is that this pernicious bot activity can at 
key times make up 90% of their daily traffic, making it even more critical to recognize 
and authorize good customer transactions to avoid unnecessary friction or cart 
abandonment.

What’s more, in the past these bot spikes have tended to be short and sharp bursts of 
activity lasting a day or two; this quarter has seen more frequent and sustained peaks in 
bot activity.

Q4 has seen particularly intense bot activity from Russia and Vietnam, mostly targeting 
businesses in the US and UK.

Given bot traffic has the ability to slip under the radar of traditional rate control solutions 
and mimic good customer traffic, the onus is firmly on businesses to distinguish 
between good and bad transactions. ThreatMetrix uses context-based information to 
perform behavioral analysis of users during periods of normal operation and compares 
such data to that gathered during a slow-rate attack. This can therefore differentiate 
between a human and a bot the moment they land on the site. 

Daily Percentage of Transactions Coming from Bots for a Key Retailer
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Financial Services Transactions and Attacks

Financial services transaction growth continues to be driven by mobile as users log in as 
often as daily to check balances on the go. Banks are embracing this pace of change, 
facilitating a new generation of banking customers who are mobile only, and rarely, if 
ever, visit a branch.

Over the past few years, financial institutions across the globe have taken a mobile-first 
approach, evolving their mobile applications to enable customers to set up new payees, 
send money, pay bills and access their funds. As such, the mobile penetration for these 
transactions has increased 60% over the past year. 

While financial institutions continue to be the key targets of fraudsters across the globe, 
these organizations are less likely to block suspicious login transactions outright, 
subjecting them instead to further review.  Hence, the rejected login transactions shown 

don’t include access attempts that typically result in challenging a user to provide 
additional information.

However, payment transactions continue to be attacked at a high rate. Attacks on 
payment transactions in financial services has grown 100% year-on-year, highlighting 
the increased risk from new and emerging FinTech platforms which are being 
increasingly targeted by fraudsters looking to make a quick buck on a P2P loan or 
fraudulent remittance. 

Volume Per Transaction Type Attack Rate Per Transaction Type

Attack percentages are based on transactions identified as high-risk and classified as attacks, by 
use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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Mobile Banking Drives High Customer Engagement

Almost 60% of financial services transactions are mobile with a 70% growth in mobile 
transaction volume year-on-year. 

In addition, over 45% of users are mobile-only. Mobile has higher user engagement with 
nearly twice as many mobile logins as desktop per customer, representing nearly one a day. 

As with previous years, an increase in eCommerce activity during the holiday period also 
resulted in an increase in financial services transactions as users accessed their online 
banking accounts regularly to check balances and pay bills. Consumer logins for mobile 
banking increased on average 15% during the peak shopping days.

How many times a week 
do customers log in to their 

bank account?

Mobile

6.4x 3x

Desktop
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FinTech Attack Vectors

Growth of FinTech has revolutionized many aspects of core banking, making it more 
accessible, diverse and user friendly. This has also driven financial inclusion for unbanked 
and underbanked customers across the globe.

However, with the many high profile breaches of 2017, these FinTech companies  
have become lucrative targets for cybercriminals looking to monetize stolen and 
synthetic credentials.

It is easier than ever to access the dark web, where cybercriminals buy, trade, augment 
and monetize stolen identity credentials for financial gain. The challenge is that these 
profiles are becoming increasingly indistinguishable from authentic identities because 
they are created using a plethora of stolen data, making them a near blueprint of the 
real thing.

Identity spoofing continues to be the biggest attack vector as fraudsters use data 
harvested from the recent breaches to takeover existing accounts as well as apply for 
new loans/cards.

FinTech Attack Vectors

The bar charts represents percentage of total transactions recognized as attacks
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Volume Per Transaction Type 

Digital Wallets Deep Dive

With the adoption and use of mobile payments and mobile wallets becoming more 
mainstream, these alternative payment methods are well positioned for 2018.

While growth is slower than expected, digital wallets provide a strong value proposition 
to customers and merchants alike by delivering on the promise of a frictionless checkout 
experience.

In 2017 the Network saw a around a million new accounts added every month to Digital 
Wallet providers, along with strong activation and usage.  

As wallet providers are focused on building their user base, new account originations 
are relatively low friction events with continued identity assurance across the customer 

touchpoints, including the addition of new payment methods, change of shipping 
address etc.

However, these wallets are also becoming the favorite attack destination for fraudsters 
looking to monetize their stolen identities. Since these wallets providers are focused on 
building merchant acceptance, an account takeover gives the fraudsters instant access 
to multiple merchants.

This is reflected in high login and payment attacks on digital wallets.

Attack Rate Per Transaction Type

Attack percentages are based on transactions identified as high-risk and classified as attacks, by 
use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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“ThreatMetrix gives us access to 
real-time data so we can quickly 
make the right decisions to block 
fraudsters, while streamlining 
the application process for good 
customers.” 

—Kate Dunckley, Senior Fraud Strategy Manager, NewDay 

NewDay is a major financial services company, providing 5.4 million customers with products and services in 
the Near Prime and Co-brand credit market sectors.  
 
The Business Problem 
As the largest non-bank card issuer, NewDay is heavily targeted by fraudsters attempting to exploit stolen identity 
credentials to open credit cards online. 

At times, up to 70% of NewDay applications have been fraudulent, making it overwhelmingly difficult to identify good 
customers with established credit history from fraudsters attempting to impersonate them. Static identity verification 
methods were no match for compromised and stolen identities.  
 
The Solution 
Leveraging ThreatMetrix Digital Identity Intelligence, NewDay can accurately detect fraudsters attempting to apply for 
new credit cards using stolen identity credentials. NewDay can also differentiate good customers from fraudsters in 
real time, reducing friction for customers utilizing its instant spend service. 
 
Results 
• Successfully customized policies and models, preventing fraudsters from compromising the established credit of  
 good customers 

• Accurately detected fraudsters at time of application, decreasing overall fraudulent applications by 70% 

• Blocked evolving attacks as company grew 

• Improved application process for legitimate customers 

Case Study: Detecting Fraudulent Credit Card Applications for New Day
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The Fast Pace of Change in P2P Remittance and Holiday Giving

P2P remittance has grown in popularity with the adoption of easy-to-use applications 
that enable digital consumers to send money securely and instantly to countries worldwide.

Every year, people send billions of dollars to friends and family across the globe, however, 
the transaction volume increases during the holiday season.

This is in part due to users sending money to their loved ones in another country, to 
folks splitting the cost of a holiday meal to people scrambling to buy last minute gifts.

As well as these seasonal trends, remittance volumes also vary during the week with 
peaks mid-week and slow volumes on the weekends.

The darker side to this growth in money transfer transactions, however, is that operators 
across the globe are being targeted by fraudsters that have access to unsuspecting users’ 
stolen credentials.

Average attack rates are reasonably high at approximately 10%, indicating the opportunity 
that fraudsters see in targeting money transfer transactions, either by taking over legitimate 
accounts or opening new accounts to launder money from previously hijacked  
bank accounts.

Daily Remittance Transactions in Millions

Daily Attack Rate – Remittance
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Evolving Bot Attacks Target Financial Transactions

Cybercrime is becoming increasingly automated, sophisticated and is scaling 
exponentially through well organized crime rings which can allow fraudsters without the 
technical skills to nevertheless deploy complex attacks. 

Financial institutions continue to be targeted heavily across consumer touchpoints. 
For some of the large institutions, these spikes represent millions of attacks targeting 
a single organization and make up a high percentage of daily transaction volume. A 
significant portion of these attacks target FinTech providers’ new account application 
processes. 

In addition, attack patterns are showing several more sustained attack peaks rather 
than attacks on a handful of isolated days, indicating a heightened risk environment. 
These bots are performing mass identity testing sessions, often originating in developing 
economies such as Brazil, Moldova and China.

Daily Bot Attack Rate for Large Financial Services Provider
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Overview

Transactions & Attacks

Heightened Risk in Cryptocurrency Marketplace

This digital currency exchange allows users to buy and sell a variety of different cryptocurrencies and has a 
strong global footprint with over 10 million customers. The platform services both merchants and consumers 
who want to transact with digital currencies such as Bitcoin, Ethereum and Litecoin. 
 
The Business Problem 
Although cryptocurrencies have revolutionized the face of payments, investments and banking, they operate in a 
landscape of heightened risk, bringing together a number of features that cybercriminals value most. Cryptocurrencies 
present a huge opportunity for fraudsters to launder money and finance global cybercrime, providing anonymity, 
security and operating outside the jurisdictions of countries, governments and banks. According to Hacked, 10 to 
20% of all Bitcoin is in the hands of a fraudster. 

This marketplace was experiencing a number of fraudulent new account creations, which could potentially be mule 
accounts that could be used to launder money, as well as fraudulent payments, as cybercriminals attempted to hack 
in to good user accounts and then transfer cryptocurrency balances out. In addition, in the last month there has been a 
surge in transactions from OFAC listed countries as fraudsters attempt to benefit from the upward trajectory of cryptocurrency.  
 
The Solution 
Using intelligence from the Digital Identity Network, the exchange could better differentiate between good customers 
and criminals, the moment they landed on the site. In addition, it could:

• More accurately verify the identity of new customers wanting to open an account, to better prevent the infiltration of  
 fraudsters attempting to launder money or finance global cybercrime

• Accurately detect anomalies in payments transactions that might indicate a fraudulent account takeover

• Identify instances of device and identity spoofing in real time 
 
Results

• Reduction in fraudulent activity on the platform
• Less friction for good customers 

Estimates suggest 10-20% 
of all Bitcoin is in the hands 
of a fraudster
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Media Transactions and Attacks

Media companies have the most global customer base in comparison to financial 
services and eCommerce, with adoption and engagement of social media, content 
streaming, and user-generated content sites becoming an increasingly global 
phenomenon. 

What’s more, media companies often represent the gateway to digital interactions, 
regularly being one of the first online services accessed by both teenagers and those 
who are new to digital / online interactions. As a result, many media companies have 
a higher proportion of unbanked and underbanked consumers. This represents both 
opportunity for strong growth and cross-sell / upsell opportunities, but also potential 
threat from fraudsters seeking to target these often more vulnerable and less tech savvy 
customers.

ThreatMetrix detected and stopped over 20 million attacks this quarter. These attacks 
included fraudulent account creations, account takeovers and payment fraud. These 
media platforms are also increasingly being used by fraudsters to mine valuable 
consumer information, create mass scale fraudulent reviews and listings, as well as to 
spam malicious content.

The biggest driver of these attacks is the continued growth of fraudulent new account 
registrations that have increased over 30% over the previous year as fraudsters used 
the relatively modest sign up requirements of media organizations as a breeding ground 
to test stolen identity credentials, and often as gateways to further attacks in other 
industries.

Volume Per Transaction Type Attack Rate Per Transaction Type

Attack percentages are based on transactions identified as high-risk and classified as attacks, by 
use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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Key Trends in the Gaming / Gambling Customer Journey 

Account Creation

• Most vulnerable part of customer journey

• Faudsters using stolen / spoofed identity data

• One in every 20 new account creations is fraudulent

• Rise in new player bonuses / incentives to play for free /  
 try before you buy

Account Login

• Lower percentage of account logins in comparison 
 to all other industries, potentially indicating that gamers  
 generally log into accounts to place bets rather than   
 reguarly check balances etc.

• Account logins are less attacked potentially a harder /   
 less lucrative target for faudsters

Payment / Wager

• Higher percentage of transactions than any other industry

• One in every 23 payment transactions is fraudulent.   
 Although this is slightly lower than all industry average,  
 given the higher overall percentage of payment     
 transactions, this represents a significant threat

Watch & Bet Live

Racing

Race 13301
Nov. 2:30pm EST
Belmont

Watch Live

Sports

AlertDaily Races

Race 09927
Nov. 1:50pm EST
Santa Aniota
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Gaming and Gambling Transactions Analyzed by Type 

Account logins and payments occur for almost the same percentage of transactions 
in the Network for gaming and gambling, illustrating the high engagement in making a 
wager following a log in.

This means there is a far higher percentage of payment transaction than for any other 
industry analyzed.

Interestingly, this percentage is higher even than for the eCommerce industry, which 
sees 28% payment transactions, illustrating the level of engagement that gamers have 
with placing multiple, regular bets.

The biggest threats in gaming / gambling customer journey are during account creations and  
payments as fraudsters see these as the biggest opportunity to monetize stolen credentials

Volume Per Transaction Type Attack Rate Per Transaction Type

Attack percentages are based on transactions identified as high-risk and classified as attacks, by 
use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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Gaming Bots – Testing and Farming Credentials 

Bots continue to be a key feature of gaming and gambling traffic, with pronounced 
spikes in transaction volume throughout 2017. During peak attacks, bots can make up 
half of all daily traffic. 

These bots were predominantly attempting new account creations and account 
takeovers, as fraudsters try to monetize stolen credentials harvested from the dark web / 
data breaches. 

A successful attack may provide the fraudster opportunity to launder money, monetize 
stolen credit cards, steal further credentials, access card-on-file details to make large 
bets or to steal account credit.

Daily Percentage of Bot Attacks Targeting New Account Creations
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The Continued Rise of Global Transactions

Cross-border transactions continue to grow quarter-on-quarter: 30% of transactions are 
now cross-border up from 25% at the beginning of 2017.

Consumers are enjoying a far more global approach to digital commerce, looking beyond 
just local companies to access goods and services. This is particularly strong for 
eCommerce, with consumers looking globally to access the best products / deals, and 
making use of low-cost international shipping and simple international payment options.

However businesses continue to approach cross-border transactions with caution; hence 
the reject rate is 5.5 times higher than domestic transactions. A big driver of this is the 
custom rules set by businesses that often reject transactions from specific countries.

Cross-border traffic is also more susceptible to identity spoofing, IP spoofing and bot 
attacks than domestic traffic, as cybercrime continues to be a global and well-organized 
criminal network.

As cross-border transactions continue to be a core feature of Network traffic, businesses 
must adopt a more global, dynamic approach to verifying transactions.

Cross-Border Transactions Are:

2.4x 2.9x 3.0x1.2x 5.5x
more likely to be 
device spoofing

times more likely to be 
identity spoofing 

times more likely to 
be IP spoofing 

times more likely to 
be a bot 

times more likely to 
be rejected

Cross-Border Versus Domestic Transactions

30%
Cross-Border

70%
Domestic

Transactions
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Analyzing the Growth of Key Attack Vectors

ThreatMetrix identified 251 million fraud attempts during this period. This represents a 
113% growth over the previous year.

Attack vectors are analyzed in real time by ThreatMetrix global policies. However, some 
attacks use multiple vectors, making them more complex and harder to detect. 

Key attacks vectors, most notably identity spoofing, IP spoofing and Mitb/bot attacks, 
are growing, driven by availability hacked and breached identity data, as well as a number 
of more sophisticated location spoofing tools and global bot operators.

Over the past year, IP spoofing has grown steadily: as stolen and breached user credentials 
have become available on the dark web, fraudsters across the globe are using them to 
launch attacks, often on businesses outside their country. These fraudsters try to mimic 
the location of the customer they are impersonating by using tools to obfuscate their 
true location.

The Network detected an increased volume of attack from Russia, using both automated 
bots and location spoofing tools.

Malware, Man-in-the-Browser (MitB) and bots are the most malevolent attacks. Their 
ability to quietly compromise nearly any online authentication system, (including two-
factor authentication), means these attacks are normally reserved for operations with 
large payouts. 

ThreatMetrix counters this growth in identity-based attacks using key intelligence from 
the ThreatMetrix Digital Identity Network, combined with behavioral analytics, to 
accurately distinguish fraudsters from legitimate users.

Attack Vectors

The bar chart represents percentage of total transactions that were recognized as attacks.
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Variation in Attack Vectors by Continent

With billions of user identities compromised since 2013 – spoofing or impersonation attacks 
are growing across the globe, with stolen identity data trickling down to emerging and 
growth economies, as well as the most developed nations.

Identity spoofing is the leading attack vector in emerging economies, as well as for 
industries that target unbanked and underbanked populations, as organized identity 
verification tools are not as prevalent for these users.

Asia and Africa also have much higher attack rates across all attack vectors, indicating 
their vulnerability to the full spectrum of attacks.

Global businesses need the ability to incorporate regional variances and gaps in identity 
verification services without impacting the online experience for true digital customers. 
This can be enhanced using crowdsourced intelligence from global digital businesses.

Attack Vectors by Continent

The bar chart represents percentage of total transactions that were recognized as attacks.
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Mobile Continues to Take Share from Desktop Transactions

2017 saw mobile transactions surpass desktop for the first time across all industries, 
with 52% of transactions coming from a mobile device in Q4 compared with 45% at the 
beginning of 2017.

This has been heavily influenced by a strong growth in financial services mobile 
transactions, which now represent 59% of the industry’s total traffic, as users continue 
to embrace the ease, convenience and flexibility of mobile banking apps.

In addition, users are turning to mobile for the majority of all account creations, 58% of 
all account creations are done on a mobile device, rising to 63% in media.

Although mobile transactions are still safer than desktop, fraudsters are starting to 
evolve mobile attacks as they look for further opportunities to capitalize in the growth 
of mobile transacting. 2017 has seen the evolution of mobile bots and mobile remote 
access attacks.

Daily Percentage of Mobile Transactions in The Network, 2015-2017
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Analyzing the Growing Risk of Mobile Attacks

Although mobile transactions continue to be attacked less than desktop ones, attacks 
on mobile continue to grow quarter-on-quarter.

Account creations are the most risky stage of the customer journey, with fraudsters 
deploying a range of tricks and techniques to try and and intercept app registrations.

Mobile account creation attacks have grown 150% since the start of 2017, illustrating 
their heightened vulnerability to cybercriminals attempting to register new accounts/
apps for financial gain.

A fraudulent/intercepted app registration can give a cybercriminal free access to a users 
bank / eCommerce account where they can perpetrate a variety of fraud.

Attack Rate Mobile Versus Desktop Per Transaction Type Mobile Attack Rate Per Quarter
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Summary: Looking Ahead to 2018

In 2017, some estimates predict that cybercrime has led to as much as $1 trillion in global 
losses—a figure that could top $6 trillion by 2021. As we approach 2018, there are a 
number of trends and evolutions in the world of digital commerce that will no doubt 
shape and influence the cybercrime landscape of 2018: 
 
Evolving Consumer Behavior will Influence the Way Businesses Grow  
Mobile usage, across all use cases, will continue to grow and account for significantly 
more traffic than desktop transactions with peaks seen during evening “sofa-surfing” hours.

Cross-border traffic will form a growing slice of key retailers’ digital commerce with other 
geographies looking to access deals or attempt to gain access to restricted goods / 
services, for example online gambling websites. 
 
Non-Traditional Gifting and 1-Click Payments Will Force Retailers to Better Balance 
Fraud and Friction  
Retailers will see a volume shift to non-traditional methods of purchasing and gifting, 
including gift cards/gift card trading, online subscriptions, travel bonuses etc. This move 
towards digital gifting along with the adoption of same-day shipping will better enable 
last-minute shoppers. 
 
Cyber Fraud and Financial Crimes Will Continue to Converge  
ThreatMetrix has seen fraudulent new account creations in financial services up 240% 
in two years (Q3 2017); 2018 will see cyber fraud combine with traditional financial 
crimes, such as the use of "money mules." This may take the form of fraudsters using 
automated bot attacks to apply for fraudulent loans or hijack existing accounts then 
transferring money to other countries. 

Digital-only and New Industries Will be Prime Targets 
Among those expected to face issues next year: peer-to-peer and sharing-economy 
platforms. Fraudsters are capitalizing on new platforms by monetizing credentials 
between fake driver/rider accounts in ridesharing and creating fraudulent new accounts 
for phony loan applications that they never intend to repay. The digital-only model of 
many of these companies make them particularly susceptible to fraud.  
 
Vulnerable Consumers Make Valuable Targets 
As online, and particularly mobile, banking continues to drive financial inclusion for the 
unbanked and underbanked population, cybercriminals will pounce on these fresh and 
potentially more vulnerable new consumers who are often less adept at spotting the 
clever nuances of social engineering and phishing attacks.  
 
Breached data will disseminate globally, sparking shifting attack originators 
Identity credentials will continue to be sold at bargain prices, causing breached identity 
credentials to appear in cyberattacks worldwide, including in growth economies and 
areas with fewer static identity verification services.
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Glossary

Industry Types
Financial Services includes mobile banking, online banking, online money transfer, 
lending, brokerage, alternative payments and credit card issuance.

FinTech includes companies that use technology to make financial services more  
efficient with a purpose of disrupting incumbent financial systems and corporations  
that rely less on software.

eCommerce includes retail, airlines, travel, marketplaces, ticketing and digital  
goods businesses.

Media includes social networks, content streaming, gambling, gaming and online  
dating sites. 

Percentages
Transaction Type Percentages are based on the number of transactions (account 
creation, account login and payments) from mobile devices and computers received  
and processed by the ThreatMetrix Digital Identity Network. 

Attack Percentages are based on transactions identified as high risk and classified 
as attacks, by use case. Events identified as attacks are typically blocked or rejected 
automatically, in real time, dependent on individual customer use cases. 

Common Attacks
Account Creation Fraud 
Using stolen, compromised or synthetic identities, typically through a spoofed location, 
to create a new account to access online services or obtain lines of credit.  
 
Account Login Fraud 
Attacks targeted at taking over user accounts using previously stolen credentials available 
in the wild or credentials compromised by malware or Man-in-the-Middle attacks 
 
Payments Fraud 
Using stolen payment credentials to conduct illegal money transfers or online payments 
via alternative online payment methods such as direct deposit.
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Glossary: Attack Explanations

Device Spoofing 
Hackers delete and change browser settings in order to change their device identity or 
fingerprint, or attempt to appear to come from a victim’s device. ThreatMetrix-patented 
cookieless device identification is able to detect returning visitors even when cookies are 
deleted or changes are made to browser settings. To differentiate between cybercriminals 
and legitimate customers who occasionally clear cookies, only high risk / high velocity 
cookie deletions (such as a high number of repeat visits per hour / day) are included in 
the analysis. 
 
Identity Spoofing 
Using a stolen identity, credit card or compromised username / password combination 
to attempt fraud or account takeover. Typically, identity spoofing is detected based on 
high velocity of identity usage for a given device, detecting the same device accessing 
multiple unrelated user accounts or unusual identity linkages and usage.  
 
IP Address Spoofing  
Cybercriminals use proxies to bypass traditional IP geolocation filters, and use IP spoofing 
techniques to evade velocity filters and blacklists. ThreatMetrix directly detects IP 
spoofing via both active and passive browser and network packet fingerprinting techniques.  
 

Man-in-the-Browser (MitB) and Bot Detection 
Man-in-the-browser attacks use sophisticated Trojans to steal login information and 
one-time-passwords (such as SMS out-of-band authentication messages) from a user’s 
browser. Bots are automated scripts that attempt to gain access to accounts with stolen 
credentials or create fake accounts and transactions. 
 
Crimeware Tools 
Crimeware refers to malware specifically designed to automate cybercrime. These tools 
help fraudsters create, customize and distribute malware to perpetrate identity theft 
through social engineering or technical stealth.  
 
Low and Slow Bots 
Refers to low frequency botnet attacks designed to evade rate and security control 
measures, and thus evade detection. These attacks use slow traffic that not only 
appears legitimate but also bypasses any triggers set around protocols and rules.
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